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The New Normal ‘ad"a"ia
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° Shift to telework = not just Zoom and Teams

° On-premise tools'and processes forced re-think
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° Instant. BYQD, personal/professional lines blurred

° Phishing up over 600%
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° Consistent, positive user experience critical



The Future of Work is Dynamic 'Ead"a"ia




IT Agility is Key ‘advania

Enable new ways Shift security
of working perimeter

4%

Productivity
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Organizations’ Barriers to Adoption {advania

Awareness Stakeholder Costs Talent/skill Technology Privacy Other
of solution buy-in concerns shortage to gaps regulations/
implement data security
= Australia/ —— Europe - North America = World’s Largest Companies

New Zealand



Rise in Zero Trust Worldwide advania

Zero Trust Initiatives are Gaining North America, Australia + New Zealand are Zero Trust
Momentum Trailblazers

. Yes
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2019 - North America 2020 - North America Australia and Europe World’s Largest
Zero Trust study Zero Trust Study New Zealand Companies




Productivity and Security through Zero Trust {ad"a“ia

The right people

Have the right level of access

To the right resources

In the right context

That is assessed continuously




Okta Contextual Access Management ,gadvania

Passwordless
experience
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App Context

S Network Context Device Context Location Context ——} Contextual Response
New IP New device New city/state/country Prompt for 2"d factor
Specified IP Zones Managed device New geo-location Allow/deny access
—— Network anonymizers Impossible travel Custom factor sequencing

User Group Context

Risk Context: Okta Threat Insight, Risk Scoring




Organizations Must Balance Security with Usability
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Passwords
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Security
Question

SMS, Voice,
and Email

@ CD 123 456

Physical OTP Okta Verify Push

Software Tokens

OTP
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Biometrics-based
(e.g. Windows Hello,
Apple Touch ID)

U2F
WebAuthn

Higher Assurance
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Resources

INFRASTRUCTURE APPLICATIONS APIs
laaS  On Prem Servers Cloud apps  On Prem Apps Public  Private
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Devices have changed the way we work
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Employees Privileged Users Contractors Partners Suppliers

People
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But, enabling passwordless across all devices isn’t easy ,ﬁadvania

Each OS has it’s own nuances in policies that can be enforced

Authentication Authorization Data protection OS Vulnerabilities
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Trusted apps
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Rethinking Active Directory is top of mind

More devices accessing more cloud apps means deploying agile technologies

Off-Premises

On-Premises
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RADIUS Federation Password Reset
Service Servers
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Privileged Remote/Mobile Partners & i
users Employees contractors [
________________________________________________ DMZ/VPN
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| & @ Server Access
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Al @ | .
File Sharing
] =
Email
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Employees (On-Premises) Resources

ERA.

Provisioning WAM SSO Servers
Servers
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AD/LDAP AD/LDAP MFA Servers

Components



Rethinking Active Directory is top of mind ‘a“"a"ia

More devices accessing more cloud apps means deploying agile technologies

____________________________________________

o 0 0 ; ; =3
Privileged Remote/Mobile Partners & | ] Server Access AD/LDAP
users Employees contractors : :
Integrate Active Directory

with a cloud directory i <«

HR WAM
-«
File Sharing AD/LDAP

| | = Shift on-prem apps and
J Office365 box Wc@y | | E._I services to the cloud

1 : mal
,aWS., GSuite B aeosor :

____________________________________________

On-Premises Single Sign-On
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And, shifting to the cloud requires new
methods of delivering seamless access

on any device




Okta FastPass

Delivering a consistent passwordless experience on any device, from anywhere
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At home
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m = At the office a

Register device using mll g |‘|
Okta Verify = ' '

Anywhere you choose to !
be productive

No password prompts



Okta is the world’s most U
secure and reliable identity product i
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Okta is the world’s most
secure and reliable identity product

111 1.2 50
million bilion million

daily authentications daily web requests served monthly unique users
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ABILITY TO EXECUTE

Okta leads the way

Optimal ld
@

COMPLETENMESS OF VISION

CHALLENGERS

Atos (Evidian)

MICHE PLAYERS

LEADERS

(@ Broadcom (CA Technologies)

—

As of August 2019

VISIONARIES

© Gartner, Inc

Challengers Contenders

Stronger
current
offering

A

Weaker
current
offering

Weaker strategy

Strong
Performers

Market presence
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Leaders

I Stronger strategy
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Q&A
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